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Abstract: In the context of today’s rapidly expanding digital frontier, where data transmission
speeds have accelerated dramatically, cybercrime tactics are becoming increasingly complex
and covert, and relevant laws and regulations urgently need reform and improvement, global
cybersecurity governance has emerged as a critical issue concerning the well-being of all
humanity. Professor Li Zhi’s academic masterpiece, grounded in rigorous and scientific
research methods, offers a comprehensive and profound insight into the vast and complex field
of cyberspace. The book systematically examines and compares the legal frameworks, policy
practices, and international cooperation mechanisms related to cybersecurity governance in
different countries and regions, thereby constructing a detailed and holistic theoretical
framework. The author keenly addresses the urgency and complexity of intellectual property
protection in the digital age, highlighting that enhancing technical standards is a strategic
priority for establishing a solid foundation in safeguarding the legitimacy and quality of digital
intellectual property. Overall, this work is ambitious in scope, broad in vision, rich in content,
and meticulously argued, providing significant theoretical value and guidance for advancing
in-depth research and practical exploration in the field of global cybersecurity governance.
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1. Introduction

In the digital age, cyberspace has become an integral part of global society,
turning Marshall McLuhan’s “global village” metaphor into a reality. As cyberspace
increasingly permeates daily life, issues such as data sovereignty, technological
sovereignty, cyber sovereignty, and cybersecurity have escalated into critical
challenges that every nation must confront and address. The internet and data have
become deeply embedded in all aspects of national governance, now serving as
indispensable infrastructure. From financial and banking regulation, international
trade data analysis, and environmental protection monitoring to investment
optimization and counterterrorism and narcotics control, legislative, executive, and
judicial decision-making at the state level is profoundly reliant on big data for support
and validation.

However, the nature of crime has evolved in response to the internet’s
proliferation. No longer confined to traditional or singular national contexts, crime has
transformed into transnational cybercrime, with significantly increased social harm
and difficulty of enforcement. Furthermore, with technology enabling more diverse,
covert, and efficient methods, these criminal activities pose unprecedented security
challenges to the international community. As a result, the importance of establishing
a legal framework for the global, intelligent, and regulated governance of
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cybersecurity, data flow security, and user privacy protection is becoming ever more
pronounced.

Against the backdrop of the boundless expansion of cyberspace, the exponential
growth of data transmission, the increasing complexity and concealment of cybercrime
methods, and the urgent need to update and refine relevant laws and regulations, global
cybersecurity governance has emerged as a critical issue for the well-being of all
humanity. It transcends national borders and geographic boundaries, becoming a
natural choice and inevitable trend within the framework of building a shared future
for humankind. This process is not only essential for establishing a new global
information order, but also represents the only viable path for nations to collaborate,
jointly tackle cyberspace challenges, and safeguard national security, social stability,
and the welfare of their citizens. As Plato observed in The Republic, Law is the force
that binds the state. Likewise, Lin Jidong, in Introduction to Jurisprudence, stressed
that Law is a crucial instrument for realizing justice in social life and achieving the
common good, thus making it a form of social technology. Against this backdrop,
Professor Li Zhi’s new work, Comparative Legal Approaches to Cyberspace Security
Governance and Their Insights, emerges as a timely and insightful contribution. The
book offers a thorough and nuanced legal perspective, providing valuable insights into
the complex global challenge of cybersecurity governance.

This book, with its rigorous and systematic approach, offers a comprehensive and
profound analysis of the vast and complex field of cyberspace. Starting with defining
its abstract concepts, the author traces the historical evolution of cyberspace across
time and space, culminating in a detailed exploration of its multidimensional and
multilayered content. Through this journey, we gain insight into how cyberspace has
grown from its nascent stages to become an indispensable cornerstone of modern
society. The book delves deep into the fabric of cyberspace, revealing its inner logic
and structure. Subsequently, the focus shifts to the expansive stage of global
cybersecurity governance. The author not only dissects the intricate landscape of
current governance efforts, highlighting notable achievements in cyberspace security,
but also confronts the pressing challenges that demand urgent resolution. These
include issues such as data privacy protection, rampant cybercrime, and the misuse
and abuse of technology—problems that test the wisdom and resolve of global
governance.

2. Literature review

The governance complexities at the intersection of space and cyberspace have
been comprehensively analyzed by multiple scholars. Robinson [1] emphasizes that
the interdependence of space and cyberspace creates mutual vulnerabilities,
necessitating a highly adaptable crisis management framework. Similarly,
Jayawardane et al. [2] argue that governance frameworks must be flexible and
cooperative to address cross-border cyber risks effectively. Aljunied [3] provides a
regional perspective by examining Singapore’s securitization approach to cyberspace,
demonstrating how states may adopt tailored policies to address specific cyber threats.
Eugen and Petrut [4] focus on the dynamic nature of cybersecurity governance,
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asserting that a responsive, adaptive governance model is essential to address rapidly
evolving cyber threats.

Furthermore, Chang and Grabosky [5] analyze cyberspace governance from a
regulatory theory perspective, highlighting the need for governance models that
accommodate cyberspace’s decentralized nature. Weiss and Jankauskas [6] explore
the design of cybersecurity governance by states, noting that policy choices often
balance international cooperation with national sovereignty concerns. Together, these
studies underscore the need for a layered governance model that integrates
international cooperation, adaptive regulatory frameworks, and country-specific
strategies to address the multifaceted challenges posed by the intersection of
cybersecurity and space security. Internationally, Robinson highlights the difficulty of
establishing universal norms for responsible behavior in space-cyber operations.
Although nations agree on the need for these norms, consensus is hindered by diverse
national interests. Robinson suggests that strong enforcement mechanisms could
enhance cooperation. Lastly, the study identifies policy gaps, noting that existing
frameworks lack the clarity and adaptability required to manage this dual-domain
challenge effectively. Robinson advocates for a “toolbox” of measures to foster
resilience and international trust.

To effectively enhance global cybersecurity, a series of legal frameworks has
been established. Key instruments in shaping digital trade regulations include the
Cyber-crime Convention, the UN Convention on the Use of Electronic
Communications in International Contracts, the UNCITRAL Model Law on
Electronic Signatures, the UNCITRAL Model Law on Electronic Transferable
Records, the UNCITRAL Model Law on Electronic Commerce, and guidelines for
Enhancing Confidence in E-Commerce. The Cyber-crime Convention, adopted by the
United Nations in 2001, specifically targets the regulation of online conduct and the
prevention of cybercrime, thereby fostering international cooperation and directly
strengthening security across cyberspace. Moreover, the Global Digital Compact has
emerged to enhance the United Nations’ role and effectiveness in promoting global
cybersecurity governance. Historically, the concept of a global compact is rooted in
broader frameworks of international cooperation. Kell [7] analyzes the United Nations
Global Compact, detailing its origins, operational challenges, and long-term progress.
This compact has become a model for how international agreements can encourage
corporate responsibility and align business practices with sustainable and ethical
principles.

Similarly, Conrad [8] examines the Global Compact for Migration, emphasizing
the role of digital media in shaping perceptions and debates around international
agreements. He highlights how post-truth politics and digital media can influence
public opinion, complicating efforts to implement global governance frameworks.
Conrad’s work suggests that digital compacts, like the Global Digital Compact, must
consider the politicization of digital content and develop strategies to counter
misinformation and maintain public trust. Expanding on this, Li et al. [9] explore the
Global Digital Compact as a potential mechanism for governing online discriminatory
and misleading content. They argue that the compact can serve as a structured
approach for addressing the challenges posed by content that risks harming societal
cohesion and public trust. Their research highlights the importance of establishing
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accountability measures within the compact to ensure that stakeholders adhere to
agreed-upon guidelines for ethical digital content generation and dissemination.

The development and impact of global governance frameworks in digital spaces,
particularly through the concept of a Global Digital Compact, have gained increasing
attention in recent scholarship. Cerf [10] introduces the concept of the Global Digital
Compact, aiming to establish a shared framework for digital governance to promote
an equitable, secure, and accessible internet. Cerf’s work emphasizes the need for
global cooperation in setting digital standards, recognizing the internet as a shared
resource that requires unified, responsible stewardship. Li et al. [9] further examines
the role of the United Nations as a coordinator by comparing the legal policies of
various countries on space security governance. His work identifies commonalities
and differences, exploring how international cooperation in cyberspace governance
can be advanced from a legal perspective to enhance the security and resilience of the
global internet.

3. Research methods

To provide a comprehensive review of Constructing the Legal Framework for
Cybersecurity, this analysis employs a mixed-method approach, integrating content
analysis, comparative analysis, and contextual analysis to assess the book’s
contributions to the field of cybersecurity governance.

Content Analysis: This method is used to systematically examine the book’s
primary themes, arguments, and structure. Key aspects include the author’s
interpretation of legal frameworks, comparative analysis of national cybersecurity
laws, and recommendations for cybersecurity governance. By breaking down each
chapter’s focus, this review will assess how effectively the book explains complex
legal concepts and whether it provides actionable insights for practitioners and
policymakers.

Comparative Analysis: Given that the book emphasizes comparative legal
approaches to cybersecurity, this review will contextualize its arguments alongside
other influential works in the field. Specifically, comparisons will be drawn to similar
frameworks discussed in recent literature to assess whether the author’s approach
offers unique insights or reinforces existing understandings. This method will also
consider the breadth and depth of the jurisdictions examined to evaluate the book’s
comprehensiveness in representing global perspectives.

Contextual Analysis: Recognizing that cybersecurity governance evolves rapidly,
this review will situate the book within the contemporary landscape of cyberspace
security challenges. This approach involves examining the book’s relevance to current
cybersecurity events, regulatory developments, and policy needs. The analysis will
identify whether the book’s insights remain applicable and valuable, considering
ongoing shifts in cybersecurity threats and international regulations.

Together, these methods will provide a balanced evaluation of the book’s
contributions to the cybersecurity governance discourse, assessing its utility for legal
scholars, policymakers, and cybersecurity practitioners.
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4. Research findings

4.1. A comparative and global perspective on equitable governance

The book combines global and national perspectives, using a forward-looking,
international comparative approach to explore common and equitable governance
frameworks. By conducting a detailed comparison and analysis of legal frameworks
from representative nations such as the EU, the United States, Russia, Japan,
Singapore, and India, as well as international organizations like the United Nations,
the book paints a vibrant picture of global governance. These legal frameworks, each
with their own unique characteristics, reflect the diverse approaches and values in
cybersecurity governance across different countries and regions. In their comparison
and mutual learning, they provide valuable insights for China’s and the world’s
cybersecurity governance efforts.

The internet knows no borders, yet its users have national identities, making the
active participation and full cooperation of nation-states essential to cybersecurity
governance. Aristotle [11] once asserted, to ensure justice, there must be an impartial
balance, and law is precisely that balance. In The Law of War and Peace, Grotius
emphasized, the law of a nation serves the interest of that nation, but international law
must serve the common interests of all nations [12]. Faced with global dilemmas and
challenges, the author goes beyond mere description of the status quo, turning his
attention to the broader practices of the international community. However, a critical
question remains: can international cooperation, in practice, achieve this balance
without diluting the effectiveness of governance measures? The author’s optimistic
view of international frameworks recognizes their potential but perhaps overlooks the
pragmatic barriers—such as political divergence and the enforcement of agreed
standards—that often hinder truly cohesive governance. This analysis calls for a
realistic assessment of how international norms and treaties can be structured to
address not only the technicalities of cybersecurity but also the geopolitical
complexities inherent in global cooperation.

The formulation of EU cybersecurity laws and regulations reflects a balance
between common interests and individual member state autonomy. First, EU
legislation operates on both supranational and national levels, with the EU holding
authority to enact laws binding across all member states. Typically, the European
Commission proposes legislation, which is reviewed by the Council of the European
Union, and then voted on by the European Parliament. Once passed, these laws take
effect across all member states. Nonetheless, member states retain the right to enact
national cybersecurity laws, provided these do not conflict with the overarching EU
framework. Second, EU laws include both mandatory provisions and non-binding
guidance, reflecting a range of legal instruments such as regulations, directives,
decisions, recommendations, and opinions. Finally, the EU legal framework integrates
general provisions with issue-specific regulations. The framework includes broad
protections for network and information security alongside targeted provisions
addressing specific cybersecurity issues.
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4.2. Navigating the tension between cyber sovereignty and internet
freedom

The book’s examination of the debate between cyber sovereignty and internet
freedom underscores a core dilemma in global cybersecurity governance. Professor Li
Zhi’s analysis provides valuable insights into the ongoing tension between these two
paradigms, reflecting the complex interplay of national interests and global digital
norms. This debate has become especially relevant in an era where emerging
technologies, such as artificial intelligence (Al), blockchain, and advanced data
encryption, further complicate the governance of cyberspace.

From a critical perspective, while advocates of cyber sovereignty emphasize
control over digital infrastructure to safeguard national security, recent research
suggests that such control, if overly rigid, can hinder global cybersecurity efforts. Al-
driven cybersecurity systems, for instance, rely on cross-border data sharing and
collaborative threat intelligence to preempt attacks; an isolated approach could limit
these systems’ effectiveness. Additionally, blockchain-based technologies could
provide alternative means for ensuring data privacy and transparency without
compromising the flow of information. However, blockchain itself requires a level of
international interoperability that could be disrupted by strict sovereignty policies.

Conversely, proponents of internet freedom argue that an open cyberspace
promotes innovation and democratic engagement. However, recent studies reveal that
unrestricted freedom in cyberspace can also amplify misinformation, cybercrime, and
exploitation of personal data. Critics note that a purely open internet model may not
address these concerns adequately without integrating tailored regulatory mechanisms.
For instance, privacy-preserving technologies, like zero-knowledge proofs and
homomorphic encryption, show promise in balancing user privacy with data security,
potentially offering a middle ground in the sovereignty-freedom debate.

Professor Li’s work thus provides a foundational framework for understanding
these tensions, but further exploration into hybrid governance models is necessary.
Integrating regulatory flexibility with innovative technological safeguards could
support a balanced approach, allowing cyberspace to function as a secure yet open
platform. Li’s recommendations are essential for China’s strategic role in global
cybersecurity governance, yet addressing the dual demands of security and freedom
will require a multi-stakeholder approach, combining regulatory insights with the
latest technological advances to build resilient and adaptable governance frameworks.

4.3. Bridging law and technology in cybersecurity governance

Roscoe Pound’s assertion that “the life of the law lies in its enforcement”
highlights the crucial gap between legislative intent and practical impact—a gap that
becomes especially pressing in the rapidly evolving field of cybersecurity. Professor
Li Zhi, in his seminal work, addresses this challenge by analyzing case studies that
underscore the central issues in global cybersecurity governance. His approach
demonstrates a keen awareness of both the legal and technological complexities
inherent in enforcing cybersecurity laws across jurisdictions. However, a critical
question remains: can traditional legal frameworks, rooted in static interpretations and
reactive enforcement, effectively govern the dynamic, transnational nature of
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cyberspace? Emerging research in cybersecurity indicates that threats evolve at a pace
far exceeding traditional regulatory cycles. Researchers have proposed a dynamic and
adaptive network security governance framework, incorporating performance
indicators and metrics to evaluate its effectiveness in addressing evolving cyber threats.
Information technology plays a critical role within this framework, supporting its
adaptability and responsiveness to emerging security challenges [13].

Professor Li’s work thus provides a foundational framework for understanding
these tensions, but further exploration into hybrid governance models is necessary.
Integrating regulatory flexibility with innovative technological safeguards could
support a balanced approach, allowing cyberspace to function as a secure yet open
platform. Li’s recommendations are essential for China’s strategic role in global
cybersecurity governance, yet addressing the dual demands of security and freedom
will require a multi-stakeholder approach, combining regulatory insights with the
latest technological advances to build resilient and adaptable governance frameworks.
Li’s case-based analysis, while insightful, may benefit from integrating adaptive
regulatory models, such as algorithmic governance and real-time compliance
monitoring, which leverage Al and machine learning to predict and respond to
cybersecurity threats more proactively.

Moreover, recent advances in blockchain and decentralized technologies offer
potential tools for addressing enforcement challenges highlighted by Pound and Li
alike. These technologies could enable more transparent, accountable governance
models that transcend national borders, helping mitigate the jurisdictional limitations
of conventional legal systems. Yet, the implementation of such technologies also
raises critical ethical and privacy concerns, warranting further investigation into how
they align with principles of fairness and justice in global cybersecurity. Li’s work
thus serves as an essential foundation, but as cybersecurity threats continue to grow in
sophistication, an interdisciplinary approach combining legal analysis with
technological innovation will be necessary. This synthesis of law and technology
could support a more resilient, enforceable cybersecurity governance framework,
aligning with Pound’s vision of effective legislation that truly “lives” through its
enforcement.

Additionally, professor Li Zhi fully understands the urgency and complexity of
protecting intellectual property in the digital age. He emphasizes that establishing
robust technical standards is the foundational step in safeguarding the legitimacy and
quality of digital intellectual property. This initiative aims to build a strong defense at
the source, ensuring that every digital work shines under the dual protection of law
and technology. To achieve this, he advocates for a comprehensive, multi-tiered
regulatory system that integrates prevention, real-time monitoring, and post-incident
accountability. This system would form a seamless safety net. In the prevention stage,
the adoption and promotion of high standards for digital copyright registration and
certification would enhance creators’ awareness of their rights and lay a solid legal
foundation for future enforcement actions. Real-time monitoring, powered by
advanced big data analytics and artificial intelligence, would allow for precise
surveillance of digital content distribution and usage, promptly identifying and
preventing infringement. Once infringement is confirmed, a swift response through
legal channels would ensure that violators face serious consequences, thus maintaining
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market order and protecting creators’ legitimate rights. This multi-faceted approach,
leveraging both cutting-edge technology and legal mechanisms, not only enhances the
efficiency and effectiveness of IP protection but also fosters greater innovation and
creative energy, driving the growth of the digital economy.

5. Analysis and discussion

5.1. Differences of network security governance

Notably, the book presents forward-looking discussions on the debate between
cyber sovereignty and internet freedom. In the context of globalization, cyberspace
has emerged as a critical arena for both competition and cooperation among nations.
This discussion underscores the growing complexity of balancing national security
interests with the principles of an open internet, as countries grapple with issues related
to data privacy, digital governance, and cross-border information flows. The book
examines how diverse regulatory approaches reflect underlying political and economic
priorities, highlighting the tensions between protecting national digital borders and
fostering an interconnected, open cyberspace. Through a comparative analysis of
policy frameworks, the authors provide insights into the implications of these
governance models for international relations, technological innovation, and the future
of global digital collaboration.

On one hand, proponents of cyber sovereignty advocate for a nation’s full control
over its cyberspace, including the regulation of data flow, network infrastructure, and
online activities. They argue that such sovereignty is essential for ensuring national
security, protecting citizens’ privacy, and promoting cultural diversity. However,
critics of this view suggest that overemphasizing cyber sovereignty may restrict the
free flow of information, stifle innovation, and be used as a tool for censorship and
surveillance. On the other hand, advocates of internet freedom emphasize the openness
and freedom of the internet as critical to fostering global communication, economic
growth, and democratic values. They argue that the internet should remain a global
public space, free from national boundaries, where users enjoy the right to free
expression, access to information, and innovation. Proponents of internet freedom
typically oppose any form of censorship or surveillance, viewing such measures as
violations of fundamental human rights. In addressing these opposing views, Professor
Li Zhi deeply examines the tension between cyber sovereignty and internet freedom,
exploring how this tension impacts international relations and global governance
structures. The governance models of several major countries are described, analyzed,
and discussed below:

5.2. American model of governance

From a historical perspective, following World War II, the United States’
cyberspace strategy has evolved through three distinct phases: (1) “Ensuring
Information Security,” (2) “Protecting Critical Infrastructure,” and (3) “Contesting
Control over Cyberspace.” Beginning in the 1980s, the U.S. enacted legislation such
as the Federal Computer Systems Protection Act and the Computer Security Act,
establishing an information security strategy primarily centered on securing
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information assets. Following the September 11 attacks, additional laws, including the
USA PATRIOT Act and the Homeland Security Act, were implemented to strengthen
protections for critical infrastructure and personal information. To date, the U.S. has
passed over 100 laws and regulations related to cybersecurity, creating a
comprehensive legal framework that safeguards U.S. interests and strategic plans in
cyberspace.

At the strategic level, the U.S. has also developed a robust framework for
cybersecurity technology, focusing on security for information systems, trusted
cyberspace architecture, improved situational awareness, and the protection of critical
infrastructure. This framework also addresses emerging security threats associated
with new technologies such as cloud computing and big data. To support foundational
research in cybersecurity, the U.S. has allocated substantial resources, including
funding and personnel, to advance technical capabilities in these critical areas. In
addition to its legislative and strategic efforts, the U.S. emphasizes the importance of
research and development (R&D) in cybersecurity. Guided by strategic priorities, the
U.S. has implemented a structured approach to technology innovation, which includes
systems for patent protection, technology transfer, and talent acquisition. These efforts
collectively reinforce the U.S.’s leadership in the cybersecurity domain, ensuring its
continued strategic and technological dominance in cyberspace.

5.3. The UK model of governance

The UK government has issued a total of four cybersecurity strategy documents
to date: The UK Cyber Security Strategy: Safety, Security, and Resilience in Cyber
Space, The UK Cyber Security Strategy: Protecting and Promoting the UK in a Digital
World, National Cyber Security Strategy 20162021, and The 2022 National Cyber
Strategy [14]. The first UK cybersecurity strategy, the 2009 Cyber Security Strategy,
parallels the U.S. National Strategy to Secure Cyberspace in its emphasis on the
reliability, security, and resilience of cyberspace, underlining the need for robust
defenses and the capacity to recover from disruptions. In contrast, the 2022 National
Cyber Strategy marks a strategic shift, positioning cyberspace capabilities as a core
component of national power and strategic advantage, with significant investments in
critical cyber technologies [15]. This latest strategy also underscores enhanced cyber-
defense capabilities within UK cyber forces through bilateral and multilateral
agreements, involving entities such as the EU, United Nations, and NATO.
Additionally, it advocates for a more assertive posture in cyberspace, highlighting the
UK'’s ambition to play a leading role in global cybersecurity post-Brexit [16].

Over time, the UK’s cybersecurity policy has progressively shifted from a
primarily defensive approach to a more assertive stance, reflecting the growing role of
cybersecurity as not only a matter of security but also a strategic element of the UK’s
global influence. Analysis of these four distinct strategy phases reveals a continuity in
UK policy, with objectives evolving alongside advances in cyberspace. Initially
focused on resilience and information security, recent strategies have expanded to
prioritize issues with broader national impact, such as critical infrastructure protection
and government service security.



Journal of Networking and Telecommunications 2024, 6(1), 3551.

In terms of cyber development strategy, the UK emphasizes not only domestic
cybersecurity but also cooperative governance. To advance intergovernmental
cybersecurity solutions, the UK has established coordinating agencies for cyberspace
cooperation, seeking to strengthen its influence in global cybersecurity standards and
governance frameworks. Reflecting this proactive shift, UK policy has transitioned
from reactive cyber defense to a more offensive posture, fostering a robust
international cooperation framework and capability for cyber deterrence. These
strategic adjustments align closely with the rapid development of information
technologies, as well as domestic and international political dynamics shaping the
UK’s cybersecurity landscape.

5.4. China model of governance

China fully recognizes the importance, necessity, and urgency of cybersecurity
governance. In response, the country has implemented a series of measures to regulate
online behavior, introducing a number of laws, regulations, and strategic plans to
gradually build a comprehensive cybersecurity governance framework. This book
thoroughly elucidates the central role of the rule of law in constructing this framework,
offering an in-depth analysis of China’s current legal architecture for cyberspace
security. It distills the key characteristics of China’s existing legal instruments in this
domain. First, the promulgation of the Cybersecurity Law of China marks the
beginning of a new era in cyberspace security protection, laying a solid legal
foundation for the healthy development of the online environment. Second, China is
actively refining industry-specific cybersecurity regulations to achieve more precise
and effective oversight and protection. Third, the formulation of China’s cybersecurity
policies and regulations is both forward-looking, capturing the broader direction, and
meticulously detailed, addressing practical implementation.

To date, China has enacted numerous laws and regulations concerning
cybersecurity and information management, which include not only State Council
administrative regulations and judicial interpretations but also specialized regulatory
provisions from various ministries, along with local laws and regulations specific to
network information governance. Collectively, these have established an initial legal
framework for cyberspace security governance in China. This framework spans
multiple domains, including network operations security, content management, data
security, resource management, industry regulation, personal information protection,
telecommunications services, online infringement, cybercrime, and e-commerce.

Despite these advancements, there are still notable deficiencies in China’s
cybersecurity legal system:

1) Hierarchical and Structural Limitations: The current body of cybersecurity law
lacks high-level, overarching legislation and a coherent structural framework,
which limits the effectiveness of legal enforcement and consistency across
regions.

2) Fragmented Legislative Process: Legislative efforts are highly decentralized,
with overlapping jurisdictional authorities and minimal coordination between
national, ministerial, and local regulations. This fragmentation hinders alignment
with the principles and requirements of an integrated cyber-legal system.

10
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3) Lagging Enforcement Capabilities: Enforcement capacity remains relatively
underdeveloped, affecting the consistent application of cybersecurity laws across
regions and sectors.

4) Management-Centric Approach: The current regulatory approach emphasizes
administrative control over governance, placing more focus on obligations than
on individual rights. This imbalance limits the framework’s ability to support
China’s effective participation in international internet governance.

5) Shortage of Legislative Expertise: The field lacks adequately trained
professionals, and the academic support for cybersecurity law remains under-
resourced, restricting the further development of a robust cyber-legal system.

In conclusion, while China’s cyberspace governance framework has made
considerable strides, these challenges suggest that future efforts should aim to elevate
legislative authority, improve regulatory coherence, enhance enforcement capabilities,
balance governance priorities, and strengthen academic and professional support for
cybersecurity law. These judicial efforts not only align closely with the latest global
trends in cyberspace development but are also fundamentally aimed at safeguarding
national security, protecting citizens’ rights, and promoting social stability [17]. The
goal is to ensure the secure operation of networks, the integrity of online content, and
the security and control of data resources. Furthermore, by raising public awareness
of cybersecurity and constructing a multi-dimensional, multi-layered cybersecurity
protection network, China has provided a robust safety barrier for various sectors,
thereby accelerating the process of law-based cyberspace governance.

6. Conclusion

Based on the detailed and insightful content provided, I can confidently say that
Comparative Legal Approaches to Cyberspace Security Governance and Their
Insights is a seminal work that holds both intellectual and practical significance in the
ever-evolving field of cybersecurity governance. The book’s in-depth exploration of
global cyberspace governance, coupled with its interdisciplinary approach,
demonstrates an acute understanding of the complexities of the digital era. As a
fortunate reader who had the privilege of reviewing this manuscript in advance, [ am
deeply impressed by the extraordinary value and significance it embodies, which is
evident in several key aspects:

First, the book’s depth of thought and broad perspective stand out. It deeply
implements President Xi Jinping’s grand vision of “building a community with a
shared future in cyberspace,” demonstrating the author’s far-sighted strategic insight
and strong sense of responsibility. This concept not only emphasizes the
interdependence and shared responsibility within global cyberspace but also points the
way for international cooperation and mutual benefit in cybersecurity governance.
Professor Li not only delves into the technical dimensions of cybersecurity but also
elevates legal and policy considerations to unprecedented heights, presenting a
comprehensive and nuanced view of cyberspace governance. Through a systematic
synthesis and insightful distillation of global cybersecurity issues, the book reveals the
complex interplay and multifaceted challenges of governance. At the same time, it
offers strategic suggestions to address these challenges, providing valuable insights

11
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into the current and future cybersecurity landscape. The author’s contribution
undoubtedly injects fresh vitality and inspiration into the theory and practice of
cybersecurity governance in China and globally.

Second, the book is rich in detailed information and well-supported arguments.
With solid professional grounding and extensive case analysis, it builds a bridge for
readers to access the core areas of cybersecurity governance. Professor Li’s writing is
both clear and logical, making complex legal issues easy to grasp. The book not only
provides an in-depth analysis of key topics such as intellectual property protection but
also broadens readers’ perspectives through theoretical discussions and vivid case
studies, stimulating deep reflection. The originality of its insights and the soundness
of its recommendations make this book an invaluable resource for policymakers, legal
scholars, and all those concerned with cybersecurity governance.

Third, the book adopts a cross-disciplinary perspective and multi-dimensional
analysis. Through an interdisciplinary lens that combines law and communication
studies, it examines the legal frameworks, policy orientations, and implementation
effectiveness of cybersecurity governance in various countries and regions. It
constructs a multi-layered, multi-dimensional comparative analysis framework. This
framework not only highlights the commonalities and differences in national legal
responses to cybersecurity challenges but also provides a profound analysis of the
underlying cultural, economic, and political factors at play. This approach not only
paves new avenues for legal research on cybersecurity governance but also fills certain
gaps in the theoretical and practical aspects of international cyberspace law.
Furthermore, it reveals the distinct paths and shared goals of different legal systems in
addressing cybersecurity challenges, offering valuable international perspectives and
experiences that can inform improvements to China’s cybersecurity legal framework.
This cross-cultural legal dialogue not only enhances our understanding of the current
state of global cyberspace governance but also lays a solid theoretical foundation for
potential future international cooperation and coordination.

One of the most impressive aspects is the book’s ability to weave together the
technical, legal, and policy dimensions of cybersecurity, offering a comprehensive
analysis that is both global in scope and highly relevant to individual national contexts,
especially China. The author’s strategic vision, rooted in Xi Jinping’s concept of a
“community with a shared future in cyberspace,” reflects an acute awareness of the
interconnected nature of cybersecurity in today’s world, where no nation can address
these challenges in isolation. The comparative analysis of different legal frameworks
across countries provides valuable lessons, shedding light on the unique paths and
common challenges faced by various regions, which will undoubtedly be of great
interest to policymakers, scholars, and legal professionals. What also stands out is the
meticulous attention to detail, with solid empirical research and case studies that make
complex legal issues accessible. The cross-disciplinary methodology, integrating law
with fields such as communication, politics, and international relations, offers new
perspectives and fills critical gaps in the theoretical and practical discourse of global
cybersecurity governance.

In short, this book is not only a scholarly masterpiece but also a timely
contribution to a field that is becoming increasingly important for the stability and
security of nations. Its depth, clarity, and practical insights make it an indispensable
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resource for anyone engaged in the study or practice of cybersecurity governance. It
will undoubtedly inspire future research and policy development, setting a high bar for
the academic exploration of cyberspace governance.

Academic Value: This book systematically reviews and compares the legal
regulations, policy practices, and international cooperation mechanisms of different
countries and regions in cybersecurity governance, constructing a comprehensive and
detailed analytical framework. This framework not only deepens our understanding of
the complexity of cybersecurity governance but also promotes the integration of
interdisciplinary research, such as law, computer science, political science, and
international relations. By combining empirical research methods with theoretical
exploration, the book enhances the scientific rigor of its findings and lays a solid
foundation for future research. It inspires more scholars to engage in this cutting-edge
field and jointly push forward the innovation and development of cybersecurity
governance theory.

Social Significance: With the rapid advancement of information technology,
cyberspace has become a crucial pillar for national security, economic development,
and social stability. The timely publication of Comparative Legal Approaches to
Cyberspace Security Governance and Their Insights responds to the demands of the
era, offering valuable strategic guidance for addressing the growing threats and
challenges in cyberspace. The book’s comparative legal perspective allows countries
to learn from each other’s successful experiences, address deficiencies in their own
legal systems, and promote the harmonization and coordination of global
cybersecurity governance rules. By emphasizing the importance of international
cooperation, this book fosters dialogue and collaboration in the field of cybersecurity,
providing new ideas and solutions for tackling global issues such as transnational
cybercrime, data protection, and cyber sovereignty. Its value in building a community
with a shared future in cyberspace is immeasurable.

In summary, Comparative Legal Approaches to Cyberspace Security Governance
and Their Insights is a scholarly work that combines foresight with practicality. It not
only provides the academic and policy communities with abundant research material
and a robust analytical framework but also makes a significant contribution to
advancing global cybersecurity governance. At a time when cybersecurity is
increasingly in the spotlight, the publication of this book undoubtedly represents a
milestone, marking a new height in cybersecurity governance research. It contributes
crucial wisdom and strength to the creation of a safer, more orderly, and prosperous
cyberspace, and its impact will continue to shine in the annals of history.
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